
Windows machine that tests your #enumeration  #osint  #ntlm-relay  #certipy  #bloodyAD

#bloodhound  #nxc  #ESC8  #kerberos  #ntlm-relay  skills.

Initial creds:

User flag
Enumeration:
fscan :

enumeration of NFS:



We can download vacation.png and marketing.png

However marketing.png showed this error:

Note: In order to be able to download it, download it with sudo, and in order to interact with this
file you need to sudo with it (or change its suid bit)



The image contains a hint - presumably a password on a sticky note - "Cicada123"

Now we can finally interact with AD and I immediately run rusthound and gathered checked
ldap info:



Run certipy-ad to find potential ADCS vulns:

Reading the output shows us ESC 8:

Doing ESC 8 is a pretty straightforward, however, ntlm is disabled and we need to work around
kerberos. It requires a lot of research which led to method described in article -
https://www.synacktiv.com/publications/relaying-kerberos-over-smb-using-krbrelayx.html,
https://www.tiraniddo.dev/2024/04/relaying-kerberos-authentication-from.html

https://github.com/ly4k/Certipy/wiki/06-%E2%80%90-Privilege-Escalation
https://www.synacktiv.com/publications/relaying-kerberos-over-smb-using-krbrelayx.html
https://www.tiraniddo.dev/2024/04/relaying-kerberos-authentication-from.html


Note: The suffix 1UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAYBAAAA must
remain exactly the same - it's the magic bytes that make the exploit work.

Basically we our ntlm relay consists of adding ourselves to DNS Record and do coercing -> get
hash

Now we use .pfx and try to get TGT and NT hash:

Unfortunately, I was not able to get shell\any session from dc-jpq225, but since we have its
..ccache we can try to dump hashes from DC. We aim to dump sweetest users like
Administrator



After changing our KRB5CCNAME to the new ..cache of dc-jpq225 we were able to dump
administrators hashes.



Then I tried to get TGT of Administrator and then feed it to evil-winrm or winexe

Root flag
no privesc, Administrator has both user.txt and root.txt


