
Great machine with an interesting privesc
Windows machine that tests your #enumeration  #osint  #evil-winrm  #certipy  #bloodyAD

#bloodhound  #nxc  #smbclient  skills.

Initial creds:

User flag
Enumeration:
fscan :

gobuster:



Initially I though it contain web upload vulnerability (in a web sense, however it turned out to be
ntlm stealer using responser - https://github.com/Greenwolf/ntlm_theft)

https://github.com/Greenwolf/ntlm_theft


Root flag
I tried WinPEAS + PowerUP and found no success, which forced me to check for website
source-code, maybe the are being run as system ? So I enumerated it and located it at root
path, and there happens to be source code of our file upload:
1.- Upload Directory: C:/Windows/Tasks/Uploads/
2.- Folder Structure: Files stored in MD5(firstname + lastname + email)/

From Winpeas I found that I have write permission in C:/Windows/Tasks/Uploads/  directory



And here the interesting part starts:
we can check file permissions of our uploaded files:

Which tells us that they are uploaded by NT AUTHORITY\LOCAL SERVICE -> Apache is run
by NT AUTHORITY\LOCAL SERVICE ???
If so we can try to gain RCE by uploading webshell, but you may say that it writes it
C:\Windows\Tasks\Uploads, not even remotely close to C:\xampp\htdocs where our source
code is located, well in Linux you would try to use symlink, which is the following in Windows:

But executing this command gives us an error of "insufficient priveleges", so we try an
alternative - junction:

So with this you can write to htddocs (our apache server) and try to get RCE as NT
AUTHORITY:
To do that you can either:

C:\Windows\Tasks\Uploads> mklink /D folder_name_in_uploads C:\xampp\htdocs

C:\Windows\Tasks\Uploads> mklink /J folder_name_in_uploads C:\xampp\htdocs

1. try to calculate folder name by using sourcecode php and create a folder that way or
2. upload a file, so it creates a directory, delete that directory and create a junction with that

name, so next time you upload, it will upload to C:\xampp\htdocs.



After gaining reverse shell I noticed that we cannot read C:\Users\Administrator so, we can try
to privesc -> I checked "whoami /priv" and so that we gained new priveleges, we see
SeTcbPrivelege -> GodPotato time baby

However GodPotato showed insufficient privileges, so we need to restore them using FullPower

Now we can get reverse shell, the simplest and easiest one is probably using encoded
powershell:

https://github.com/itm4n/FullPowers/releases/tag/v0.1





