
Windows machine that tests your #certipy  #osint  #evil-winrm  #certipy  #bloodyAD

#bloodhound  #nxc  #ESC15  #hashcat  #deletedADobjects  skills.

Initial creds:
henry / H3nry_987TGV!

User flag
Enumeration:
fscan :



smb + trying zone transfer:



Henry has WriteSPN permissions on Alfred, which means we can do targeted kerberoast
attack:

and now we crack it using hashcat :

Alfred can add himself to infra@tomb.htb -> which can read ansible_dev GMSA password

mailto:infra@tomb.htb


ansible can forceResetPassword of sam (long-ass chain):

sam has writeOwner permission to john, so we make sam his owner and john his slave



get our flag:

Root flag
And finally, john has GenericAll to ADCS:

However, my certipy-ad was getting blocked on a ManageCA action despite BloodHound saying
you have GenericAll -> its usually because GenericAll over the Active Directory object doesnt
always translate perfectly to DCOM/RPC permissions, so we bypass that by giving us
permission via ldap -> which did not work  😡

Then I tried to enumerate via John's shell and found only .dll hijacking, but it did not work -> last
resort of looking at hints, which said about deleted ownser of ADCS (which is also why we do
not have GenericAll for john), so we need to restore that:



Searching deleted AD user:

Restoring deleted AD user:

Checking for AD user:

Now we can request certificate of Administrator, however it seems like logging is disabled:

Get-ADObject -Filter {isDeleted -eq $true -and objectClass -eq "user"} -

IncludeDeletedObjects -Properties sAMAccountName,distinguishedName,objectSid

Restore-ADObject -Identity "CN=cert_admin\0ADEL:938182c3-bf0b-410a-9aaa-

45c8e1a02ebf,CN=Deleted Objects,DC=tombwatcher,DC=htb" -TargetPath

"OU=ADCS,DC=tombwatcher,DC=htb"

Get-ADUser cert_admin



But we got the creds for cert_admin tho, so maybe scan again?

Bazar zhok, we have ESC15!, by looking at certipy-ad wiki, we can see how to exploit that
ESC15

https://github.com/ly4k/Certipy/wiki/06-%E2%80%90-Privilege-Escalation#esc15-arbitrary-application-policy-injection-in-v1-templates-cve-2024-49019-ekuwu



