
Windows machine that tests your #enumeration  #osint  #evil-winrm  #certipy  #bloodyAD

#bloodhound  #nxc  #smbclient  skills.

Initial creds:
j.fleischman / J0elTHEM4n1990!

User flag
Enumeration:
fscan :

smb + bloodhound:

nxc smb 10.129.48.116 -u j.fleischman -p J0elTHEM4n1990! -M spider_plus 

rusthound-ce -d fluffy.htb -u j.fleischman -p J0elTHEM4n1990!



We have READ + WRITE permission in 'IT' share, interesting...

The share has eye-catching files, particularly Upgrade_Notice.pdf:



I used this PoC and this PoC. However latter one does not work :)

Viewing it shows us a hint from creators. By quickly looking at pocs and

descriptions of CVE, I found CVE-2025-24071 most appealing -> so I tried to

exploit it. Essentially, it is a CVE that lets you catch NTLM hash of a user

when he extracts your zip. Initially I though we need to invoke extraction

somehow (by maybe deleting source code of KeePass and etc? but it resulted in

not being necessary. 

https://github.com/0x6rss/CVE-2025-24071_PoC
https://github.com/Marcejr117/CVE-2025-24071_PoC/tree/main




After getting the hash, we brute it with rockyou and get new creds:

p.agila:prometheusx-303

I tried to enumerate smb with that, but got nothing, and tried to enumerate

ldap -> kerberoasting, which gave us 3 new users. 

ca_svc

winrm_svc

ldap_svc



Bruting them gave no result, which led me to looking at our last resort -

BloodHound, where we can see that we have GenericAll for service accounts. So

we can try to get shadow creds by adding ourselves to "service accounts" group





Root flag

This way, we get all 3 ntlm hashes. 

ca_svc:ca0f4f9e9eb8a092addf53bb03fc98c8

winrm_svc:33bd09dcd697600edf6b3a7af4875767

ldap_svc:22151d74ba3de931a352cba1f9393a37

First instinct is try to connect via evil-winrm, which leds us to user flag at

C://winrm_svc/Desktop/user.txt or something like that.

If we enumerate ca_svc, then we will see that we are member of cert

publishers. By enumerating with certipy further we see 





We can see that there is a ESC16 vulnerability, ofc we dont know what is that, so we google it
and stumble upon medium article that tells us how to exploit it.

Step 1:

Step 2:

https://medium.com/@muneebnawaz3849/ad-cs-esc16-misconfiguration-and-exploitation-9264e022a8c6


Step 3:

Basically, we change userPrincipalName thus trick into giving administrator's

certificate, revert back the changes (otherwise it will just send mismatch

error) and auth with certificate -> get Administrator hash -> connect through

winrm -> get flag at C://Administrator/Desktop/root.txt


